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Domande elaborate dalla commissione esaminatrice per l’espletamento della prova orale. 

DOMANDE BUSTA N. 1 

• Cos’è un dominio Active Directory e quali funzionalità offre; 

• Protocolli in uso per i servizi di posta elettronica: differenze tra il protocollo POP3 e 

IMAP; 

• Il Consiglio di amministrazione; 

• Traduzione brano: 

Availability is one of the most important requirements for modern computing systems. In cloud 

computing, it is common to use it as a key factor in adopting a cloud service. This paper studies 

the breakdown in calculating the availability and proposes a conceptual model as middleware 

in order to speed up the time for detection during a system crash. It defines the maximum 

acceptable outage time for any given period. Through simulations tests, we verified that the 

proposed model is able to detect the system crash in sub-seconds and improve the overall 

availability of the system compared to currently used industry solutions. 

DOMANDE BUSTA N. 2 

• Partizionamento all’interno di un sistema Linux: ridimensionamento e strumenti di 

gestione; 

• I virtualhost in un webserver: descrizione e tipologie; 

• Il Senato Accademico; 

• Traduzione brano: 

Remote working and e-commerce have become the new normal since the pandemic [1, 2]. 

They have changed our daily lives and the way how we consume services. With the growth of 

these online services, there is a high demand for non-functional requirements, especially in the 

domain of Availability and Fault Tolerance. 

DOMANDE BUSTA N. 3 

• Indirizzamento IP pubblico e privato su Internet; 

• Il servizio DNS: i record MX e i CNAME; 

• Il Rettore; 

• Traduzione brano: 

Availability [3] is considered one of the main challenges of modern IT, especially for cloud 

computing, since it can provide dynamic elasticity on computing resources and growing data 

transfer needs [4, 5]. Therefore, as more missing critical applications are shifting towards this 

architectural pattern, availability has been considered one of the major concerns. 

DOMANDE BUSTA N. 4 

• Gli standard 802.11 delle reti wireless: differenze, bande e velocità; 



• Permessi di accesso ai file sui filesystem Linux; 

• Il Direttore Generale; 

• Traduzione brano: 

High Availability defines the maximum allowed outage time, which usually refers to ”5-nines” of 

up-time, i.e. less than 6 minutes of downtime annually [6]. On the other hand, we have Fault 

Tolerance. It means that the system will operate continuously even if some of the components 

fail. Instead of failing completely, applications are designed to operate at downgraded service, 

while system recovery will take place and try to resume the service automatically. 

DOMANDE BUSTA N. 5 

• Il servizio FTP: utilizzo e modalità di connessione; 

• Switch di accesso, distribuzione e core: esempi di utilizzo in una rete; 

• Il Collegio dei revisori dei conti; 

• Traduzione brano: 

The main contributions of this paper are as follows. We will first examine the current service 

availability and fault tolerance in cloud providers’ practices, together with other proposed 

solutions in other research papers and industry best practices. Finally, we propose an improved 

system design that aims to enhance service availability and fault tolerance with a sample 

implementation using cloud services. 

DOMANDE BUSTA N. 6 

• Tipologie di hypervisor: esempi e caratteristiche; 

• Servizi di rete di base necessari in una infrastruttura; 

• Il Nucleo di valutazione; 

• Traduzione brano: 

This term has been extensively used by service providers, especially cloud service providers 

[9]. If any hiccups cannot fulfill this commitment, service providers will issue credit for 

compensation [10]. Therefore, much research has been dedicated to guaranteeing availability 

in the cloud. 

DOMANDE BUSTA N. 7 

• Il servizio DHCP in una infrastruttura di rete; 

• Illustrare il concetto di mounting nel filesystem linux; 

• Il Dipartimento; 

• Traduzione brano: 

In the cloud computing domain, [12] has proposed the cloud availability taxonomy using three 

criteria: availability mechanisms, failures protected against, and metrics, which categorized all 

the redundancy models accordingly Availability Management Framework [13]. We define ”High 

Availability” as a service that is available at least 99.999% of the time [7]. For example, the 

maximum downtime under this scenario for service annually is only 5 minutes and 15 seconds. 

DOMANDE BUSTA N. 8 

• Access Control List in un firewall: uso ed esempi; 

• Container e macchine virtuali: esempi e differenze; 

• Le Scuole; 

• Traduzione brano: 



In 2010, [14] proposed a middleware ”Low Latency Fault Tolerance” that uses different 

membership, messaging, and synchronization protocols to achieve fault tolerance at the 

application level. This middleware provides fault tolerance for distributed applications using the 

leader/follower replication approach. In 2011, [12] proposed a ”heartbeat” approach to detect 

application failures. When no heartbeat is received within a grace period, it is assumed that the 

application has failed, and we will trigger fail-over/recovery action. 

DOMANDE BUSTA N. 9 

• Il concetto di alta disponibilità (HA) in un sistema Hypervisor; 

• Risoluzione diretta e inversa in un servizio DNS: zone, seriali e record; 

• I titoli di studio rilasciati dall’Università; 

• Traduzione brano: 

This MTBF is not only used in Computer Science but is also widely used as an important 

maintenance metric to measure performance, safety, and equipment design for mission-critical 

systems [16]. Another point to note is that MTBF only considers unplanned maintenance time, 

while planned maintenance events like scheduled software updates are not included. 

DOMANDE BUSTA N. 10 

• Operazioni pianificate e crontab nei sistemi Windows e Linux; 

• La sicurezza nelle reti Wireless; 

• Il Master Universitario; 

• Traduzione brano: 

Maximize the MTBF: There are several ways to increase the MTBF. For example, keeping track 

of the MTBF for each sub-system, especially those long-run operation processes. Perform 

machine learning/data mining techniques to identify any usage pattern leading to system failure, 

then arrange corresponding fixes during planned maintenance. While this can improve the 

MTBF and result in better availability, this paper will focus on minimizing the denominator, i.e., 

reducing MTTF to improve the overall availability. 

DOMANDE BUSTA N. 11 

• La resilienza su un sistema di directory in ambienti Windows o Linux; 

• Container e docker: mappatura delle risorse di sistema; 

• Il Presidio di Qualità; 

• Traduzione brano: 

Minimize Time to Detect (MTD): By Murphy’s Law: ”Anything that can go wrong will go wrong”. 

While we could not completely eliminate the chances for system failures, we should try to 

minimize the time to detect the error so that we can discover the problem earlier to shorten the 

outage time. Then the overall availability will be increased. 

DOMANDE BUSTA N. 12 

• Protezione delle risorse di una LAN: utilizzo di Virtual Private Network; 

• Accesso ai sistemi Windows e Linux da remoto; 

• Il Direttore di Dipartimento; 

• Traduzione brano: 

Minimize Mean Time to Fix (MTF): By standardizing the procedure to restart/repair or replace 

the faulty component, we can reduce the time to fix the problem. On the other hand, by reserving 

additional spare components as redundancy, the time to repair can be minimal, providing that 



the failure cause is not due to logical fault. In this paper, the application we implemented will 

use Docker and Publish/Subscribe mechanism to speed up the recovery: 

DOMANDE BUSTA N. 13 

• Utilizzo di HTTPS in un webserver: certificati e chiavi private; 

• Protezioni di sistema in ambiente Linux: selinux e permessi; 

• La governance dell’Università; 

• Traduzione brano: 

As discussed in the previous section, we will focus on minimizing the ”Time to Detect” and 

”Time to Fix”. The industry practice is to use pull-based health checks, i.e. load balancer that 

keeps sending probe requests to each worker node every interval (th). In case the worker node 

is unavailable immediately after the last health check. 

DOMANDE BUSTA N. 14 

• Criteri di gruppo in active directory: esempi d’uso; 

• Utilizzo delle Vlan in una rete; 

• Finalità istituzionali dell’Università; 

• Traduzione brano: 

B. Load Agent This is a standalone agent running independently from the service application. 

This daemon starts a socket and waits for connections from Resource Agent. Then it will keep 

a persistent session which expects to receive a ”Status Update” from Resource Agent. Then, it 

will update the status of the Resource Agent into a distributed cache such that the Load 

Balancer will use this information for client request dispatching. 

Si rende disponibile il documento dal quale sono stati tratti i brani di inglese. 
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Abstract—Availability is one of the most important require-
ments for modern computing systems. In cloud computing, it is
common to use it as a key factor in adopting a cloud service. This
paper studies the breakdown in calculating the availability and
proposes a conceptual model as middleware in order to speed
up the time for detection during a system crash. It defines the
maximum acceptable outage time for any given period. Through
simulations tests, we verified that the proposed model is able to
detect the system crash in sub-seconds and improve the overall
availability of the system compared to currently used industry
solutions.
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I. INTRODUCTION

Remote working and e-commerce have become the new

normal since the pandemic [1, 2]. They have changed our

daily lives and the way how we consume services. With

the growth of these online services, there is a high demand

for non-functional requirements, especially in the domain of

Availability and Fault Tolerance.

Availability [3] is considered one of the main challenges of

modern IT, especially for cloud computing, since it can provide

dynamic elasticity on computing resources and growing data

transfer needs [4, 5]. Therefore, as more missing critical

applications are shifting towards this architectural pattern,

availability has been considered one of the major concerns.

High Availability defines the maximum allowed outage

time, which usually refers to ”5-nines” of up-time, i.e. less

than 6 minutes of downtime annually [6]. On the other hand,

we have Fault Tolerance. It means that the system will operate

continuously even if some of the components fail. Instead

of failing completely, applications are designed to operate at

downgraded service, while system recovery will take place and

try to resume the service automatically.

The main contributions of this paper are as follows. We will

first examine the current service availability and fault tolerance

in cloud providers’ practices, together with other proposed

solutions in other research papers and industry best practices.

Finally, we propose an improved system design that aims to

enhance service availability and fault tolerance with a sample

implementation using cloud services.

The organization of this paper is as follows. Section 2

will discuss the related works with various definitions of

availability and fault tolerance used. We will then introduce the

current challenges in Section 3. In Section 4, we will propose

and implement our novel solution using a sample application.

Evaluation and performance assessment is conducted in Sec-

tion 5, followed by a summary and conclusions.

II. RELATED WORKS

Understanding what availability is a prerequisite for the

evaluation. The term ”Availability” was defined as ”the degree

to which a system is functioning and is accessible to deliver

its services during a given time interval” [7]. This is the

percentage of time that allows outage time for a given period.

Some researchers further defined availability in the form of

Service Level Agreements [8], and considered availability as

the ”probability of providing service according to defined

requirements”.

This term has been extensively used by service providers,

especially cloud service providers [9]. If any hiccups cannot

fulfill this commitment, service providers will issue credit

for compensation [10]. Therefore, much research has been

dedicated to guaranteeing availability in the cloud [11].

In the cloud computing domain, [12] has proposed the

cloud availability taxonomy using three criteria: availability

mechanisms, failures protected against, and metrics, which

categorized all the redundancy models accordingly Availability

Management Framework [13]. We define ”High Availability”

as a service that is available at least 99.999% of the time [7].

For example, the maximum downtime under this scenario for

service annually is only 5 minutes and 15 seconds.

In 2010, [14] proposed a middleware ”Low Latency Fault

Tolerance” that uses different membership, messaging, and

synchronization protocols to achieve fault tolerance at the

application level. This middleware provides fault tolerance for

distributed applications using the leader/follower replication

approach. In 2011, [12] proposed a ”heartbeat” approach to

detect application failures. When no heartbeat is received

within a grace period, it is assumed that the application

has failed, and we will trigger fail-over/recovery action. For

instance, the AWS load balancer monitors [15] the application

status in such a way, but they do not protect against appli-

cation failures. Although this mechanism does not detect all

possible application failures, it is the most generic way, as

the application team is only required to provide an HTTP

endpoint. However, this heartbeat technique is not an effective

solution since it is a passive pull-based mechanism that takes

more than 10 seconds to detect the failure. Finally, with the

rise of microservice architecture, some researchers have begun

to use Docker / Kubernetes to achieve better availability by

shortening the reaction time to detect fault events [14].

As mentioned before, we will explore all the available

mechanisms in this paper and propose our novel solution that
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