JOB PROFILE

Job Specification

Person Specification

Job Title
DevOps Cloud Operations

Department
Safe Storage

Main location / base
Bari

Is travel a requirement of the role?
Occasional Travel

Responsible for:
Firmware Development

Reporting to
DevOps Product Manager

Responsible for budgets
No

This job profile is a working document
and as such is subject to revisions in
line with operational & individual
developments

Overall Job Purpose

e Design cloud software and
systems

e Implementing and
maintaining them at high
availability and low cost

¢ Implement best practices on
SaaS (Software as a
Service), PaaS (Platform as
a Service) and laC
(Infrastructure as Code)

e  Support developers to
implement cost efficient

Development

e Develop and maintain the overall
Cloud Architecture

e Implement and maintain laC
(Infrastructure as Code) using ARM
templates

e Automate CI/CD pipelines

e Implement and maintain security,
including PKI/mTLS, privacy by
design, GDPR

Operations

Person Specification

Essential

o Excellent skills in Azure Cloud
Development, Security and
Operations.

o  Excellent skills in written and
spoken English

e Ability to manage multiple
projects and conflicting priorities.

e Ability to work on own initiative

e Hands on abilities in software
tools needed for product

Core Competencies

. 2 years’ experience working with
EN/UL/PCI security certified
security products.

Azure Certified Architect

Deep technical knowledge about
cloud technology and cloud
services

. Self driven and thereby also
actively seeks and execute
continuous process improvement

. Team player with ability to
manage stakeholders

solutions e Lead operations team to ensure management . Focus on Cost
profitability and meet contracted e  Fundamental skills on Cloud
Service Level Agreements. Software Architecture
e Best practice research and e Fundamental skills on Cloud and
benchmarking. On-Premise Operations
e Execute penetration tests
Training Succession Planning

Possible Training Requirements:
o ITIL

e Cloud Infrastructure and Scaling

e VPN and Infrastructure

(In which roles is a suitable candidate
likely to be working now?)

(Future roles)

Human Resources
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